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Abstract 

The objective of this project was to work on a full-size project, complete all parts 

related to it, apply knowledge gained from previous courses, and implement practical 

work. In this project, we wanted to develop smart house automation technology 

using new devices available in the market: Arduino board for the control part and 

Zigbee devices for the communication part. 

Several methods and techniques were used to develop this project: an Arduino board, 

ZigBee devices, and circuits to manage the technologies available in smart houses. 

The brain of this system is the microcontroller, which is embedded inside the 

Arduino board that has control over the devices used in this project. For 

communications, Zigbee radios (serial 1) are connected to the Arduino board and the 

circuits in the house to function as transmitter/receiver devices. The benefits of using 

wireless communication to communicate are having no wires, more flexibility, and 

fewer connection problems. This method was used to introduce new technologies 

and to develop communication in smart houses. 

The designed circuits for this project were firstly tested and verified by using a 

simulation program called MultiSim before implementing the hardware; this 

illustrated many problems and helped us to modify the proposed circuit. After the 

hardware was complete, analog and digital meter and scopes were used to test and 

verify it. 

Finally, it is concluded that methods and technologies used in this project encourage 

having smart houses with reasonable cost, and simple design which can be modified 

and updated easily. 
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CHAPIBRl INTRODUCTION 

1.1 Statement of the problem 

Smart home automation is a project that requires high speed data transmission 

and accurate decision making depending on the situation. Light control, 

temperature control, and security systems were implemented to keep up with the 

latest technology, it save time, energy, and money. People nowadays have busy 

schedules, smart homes help them to organize their time by having everything at 

home done automatically, save energy and money by using efficient component 

that need minimum energy and cost. 

1.2 Purpose of the Project 

The project aims to implement a smart home technology that controls appliances, 

by using an Arduino board with a microcontroller embedded in it that can be 

programmed to execute orders such as switching the light on/off, controlling the 

temperature, and implementing a security system that produces an alarm if the 

house was intruded. A home network is also implemented to communicate 

between the different devices using a wireless personal area network device 

namely the ZigBee. 

1.3 Motivation 

Technology keeps on progressing as the world evolves. Everything that 

surrounds us is becoming more and more automated. Technology is becoming an 

integrated part of various aspects of our lives. 

1 



Smart houses are becoming one of the most popular technologies because they 

usually provide safety and security, they also offer convenience and comfort to 

the users, and smart homes also aim to save time, energy and money as well. 

Smart houses have become the new trend for an easier life. The popularity of the 

topic intrigued us, and our curiosity as engineers took over. We wanted to find 

out more about how they work and the design behind them. Also, it helps to 

reduce power consumption. 

Since we are three students with different concentrations, we wanted to work on 

a senior project that combines both our specializations (Communication Systems 

& Control Systems) to gain greater knowledge about both fields. 

Considering the previously mentioned reasons, we came to the decision of 

working on a smart house technology, as it meets our goals. 

1.4 Objectives 

Working on a smart home as our senior project has many objectives, which are; 

First, the ability to work on a full-size project and complete all parts related to it. 

Second, the application of the knowledge gained through previous courses, and 

hands-on experience. Third, research of needed devices and components to build 

the system. Fourth is the ability to work in a team. Fifth is the understanding of 

the testing and validation of the system. Sixth is to develop engineering ethics 

and its social implications. Seventh is to develop communication and 

presentation skills and last is to expose ourselves to non-technical 

(contemporary) issues regarding engineering profession. The main objective for 

working on a smart house for our senior project is to be able build electronic 

circuits that are automatically controlled using a microcontroller that gets input 

from sensors and communicates to the different appliances using a Xbee. 

1.5 Contribution of the Project 

Smart home automation is a product which is very much in demand in the 

market. It is used to save energy by having components that use the least amount 

2 



CHAPrER2 LITERATURE REVIEW 

2.1 Introduction 

This chapter contains the literature review of a smart house: its definition, 

history, and its revolution until modem day. A literature review helps in the 

understanding of the topic and its history: it provides the researcher with enough 

knowledge, from previous researchers in the topic, to step into the next stage of 

the project. It also provides the researcher with information on what stage this 

technology has reached to therefore knowing the project's starting point. 

2.2 Definition 

A smart home is an "electronic networking technology to integrate devices and 

appliances so that the entire home can be monitored and controlled centrally as a 

single machine" [4l_ Smart home technology can also be refered to by the term

"domotics" derived from the latin words domus and informatics, domus 

meaning home, and informatics is the study of processes that had to do with data 

collection, organization and distribution. There are other terms that are 

mentioned in this literature that refer to smart homes and hold the same 

meaning, such as: "home automation", "smart house", "digital home" or 

"electronic home". 

2.3 History 

Even though the term "smart home" might have been introduced in the 1980s, 

home automation has been around before that, in the 1960s Walt Disney 

visualized a similar concept in Experimental Prototype Community of Tomorrow 

(EPCOT). Smart home technology is a combination of two main aspects: 

controlling the appliances of the home alongside an existing home network to 

4 



communicate with these appliances. The following section shows a brief history 

of how the two aspects came to be so related. 

2.3.1 The Mechanical Revolution: 

When wondering about the need for smart homes, and the need to automate 

the normal everyday chores, such as washing clothes, cooking and switching 

the lights on and off. The mechanical revolution was also questioned at the 

beginning of the 20th century. 

"In late 1800' s, the middle class was experiencing a shortage of domestic 

servants which created the need to find new ways to provide help in the 

home" [5l _ This need was the main inspiration behind the inventions of the 

first home appliances that aimed to make the house chores easier. 

Taylorism is a theory by Frederick Winslow Taylor that came to be when he 

published "The Principles of Scientific Management" in 1911. His theory to 

maximize results through minimum efforts by using efficiency was applied in 

performing the home task even though it was originally intended for the 

industrial field [&J _ 

"Household engineering: Scientific Management in the Home", a book by 

Christine Frederick that published in 1915, where Frederick predicted that 

mechanical appliances would be the ones to take up the work originally 

performed by servants "where every possible purely manual task is done by 

arms of steel and knuckles of copper". She also foretold the idea of a Smart 

Home by stating "such machinery will be far more unified than at present ... 

with various pieces related to one another" [61. 

2.3.2 The Electrical Revolution: 

When Electricity was invented, it changed the world from what it was 

known. Electrical energy first arrived in homes in the 1920s and it was 

intended for lighting purposes only, but by the 1940s it was wide spread, all 

sorts of electrical appliances were invented, some were essential such as 

refrigerators, washing machines, and vacuum cleaners. Others were for 

luxury such as egg cookers and waffle irons. 

5 



Regardless of their importance, all these electrical appliances were still made 

with the original need in mind, which was often repeated to people as 

producers marketed these products with time-saving slogans such as "no 

longer tied down by housework" or "automatically gives you time to do those 

things you want to do" [61. And slogans such as "automatically gives you the

time to do the things you want to do" were commonly seen. 

It is remarkable to record how some later devices could be hardly classified 

as time savers and how they were still quite readily adopted. By early 1980s, 

around 65 per cent of UK homes had a color television set and half of them a 

video recorder [Sl: What is more interesting is that the adoption curve was 

different from one to another, sometimes regardless of the comfort that they 

could bring. For example, central heating, took comparatively a while longer 

to become widespread than color television. 

2.3.3 The Information Revolution: 

Disney's original vision for EPCOT was to create both a laboratory for new 

technology and a home for its inhabitants with the promise of offering an 

"integrated living environment" [61. Just a few months after the official

presentation of the project, due to his death, EPCOT was never implemented, 

not according to his original idea. 

In the 1960s, a number of hardware and software innovations made possible 

for home owners to have access to the first computer-like appliances in their 

homes. Perhaps the first attempt to create a "home automation" system 

occurred in 1966 when Westinghouse proposed the experimental Electronic 

Computing Home Operator (ECHO) IV. Although the original system was 

supposed to automate the family finances, it was soon extended to include: 

recipes, shopping lists, family inventory, and, in its final versions, added 

home temperature control, and the ability to control appliances. 

In 1975, it was the tum of the Altair 8800, followed by the Apple II in 1977 

and the IBM PC in 1981. While these computers were slowly finding their 

way into the home, they also contributed to the creation of the idea of "smart 

machines". 

In 1978, after a few years of experimentation and refinement, PICO 
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Electronics parented the X lO technology. This technology can be considered 

the first "home network" as, differently to other networks available at the 

time, it enabled the existing electrical wiring in anyone's home to also be 

used as the media for the communication network. By doing so, XlO made 

home automation a reality for the majority of the household at an affordable 

price. 

Nowadays, houses that have computers have been increasing rapidly, along 

with being always connected to the Internet. The resources and availability of 

the services has extended beyond the physical boundaries of the home. 

2.3.4 Smart Houses Today: 

The Oxford Dictionary defines "smart" as both "stylish and fresh in 

appearance, having a quick intelligence", and "being fashionable and up 

market". 

Sony was among the first companies to attach the "smart" buzzword to a 

computer when, in 1982, it marketed the "Smart Sony" computer: no longer 

advertised simply as a "home" computer, but tried to cash in on the smart 

concept by selling it as a device which could "help you make smarter 

business decisions" [61. 

The "smart" concept has become since a marketing catchword, still employed 

today, to sell a wide range of products, hence: "smart phones", "smart 

cameras", "smart design", and "smart homes". Usually, the word defines 

devices that are reportedly based on cutting-edge design that unite innovation 

with practical simplicity. 

Xanadu was the first example of a mass-produced smart home. Built 

throughout the 1980s in the US around the original EPCOT idea, these 

houses were commercially_ built homes that made extensive use of smart 

home technologies. To look even more futuristic, the actual house was made 

entirely of polyurethane foam. The Xanadu home had a computer that 

monitored and controlled all its systems: the kitchen, living room, bathrooms, 

and bedrooms all had their own electrical and electronic devices to control 

the appliances present in the house. For example, the shower could be turned 

on at a specific time and a set temperature. The ad campaign eloquently 
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described the house as "Xanadu: the Computerized House of Tomorrow" and 

its peculiar appeal was set by the advertisement campaign: a "house with a 

brain - a house you can talk to, a house were every room adjusts 

automatically to match your changing moods" [61. 

As time moved on, and most of the houses were still unsold, the technology 

contained soon became obsolete. One by one, these Xanadu houses started to 

get demolished to make space for more "commercially viable" projects and, 

by October 2005, they were all gone. 

In spite of the commercial setback provided by the Xanadu homes, the 

concept was sound and a combination of elements such as computers, 

robotics and Artificial Intelligence (AI) were to push the Smart Home 

concept further, even if sometimes only in research laboratories. 

Throughout the 1980s, several innovative ideas provided a clear indication 

that the technology might have been finally mature enough to deliver 

commercially viable solutions. As an example, a device named Waldo, which 

interfaced with an Apple computer, could use voice recognition and speech 

synthesis technology to control appliances. 

Today, several commercial and academic projects, funded by universities and 

the industry alike, are still investigating the possibilities that smart homes can 

offer. 

2.4 Conclusion 

The chapter contained information that was straight to the point and provided 

the knowledge needed to go on with the project. The main difficulty was in 

how to align and organize all information gathered into one complete 

literature review. It ended up being a helpful and knowledgeable chapter and 

it served our purpose and objectives. 

8 



PROJECT DESCRIPTION 

3.1 Introduction 

This chapter contains a description on the project as a whole: an overview of the 

project and its functionalities, the house's model design, and the general 

specifications and features of hardware and software used. The purpose of this 

chapter is to give a general idea of what the project is about and about the 

technologies used in it before going deep into the technicalities of the project. 

3.2 Project overview 

The project consists of three main parts: control, communications, and the 

electronic circuits connected to them. Three applications are applied: light 

control, temperature control, and security systems. They are controlled by an 

Arduino board that has an AtMega 328P microcontroller embedded in it and 

Zigbee devices for communications. 

Light control: The main part of light control is having lights along the hallway on 

the ground. The motion sensor is located at the beginning of the hallway and a 

switch is located at the end of the hallway to switch the light off. The light is 

turned on as someone passes through and off when the switch is turned off. A 

shutter control is available and the shutter opens and closes according to a 

program. This program will open the curtain at 7:00 a.m. and close it at 7:00 p.m. 

to allow sun light inside the mom. 

Security: The house will have two intruder alarms: the first is a window breakage 

alarm while the second is for door security. For the window, if it were broken an 

alarm will be on. As for the door security, if an intruder is detected or passes 

through, an alarm goes off. 
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Temperature control: The room temperature will be controlled depending on 

predetermined high and low temperatures. The sensor will measure the room 

temperature and a signal will then be sent to the microcontroller through Arduino 

analog pin with the values from the sensor. Once the microcontroller receives the 

signal, it will then communicate to the temperature control circuit to open or 

close the fan or heater. 

3.3 House design 

3.3.1 House Model 

The layout of the devices is as follows 

Window 

Hallway 

• Microcontroller

• ZigBee

Living Room 
:E Temperature control 5· 

Light t 

Motion Detector 

Curtain control 

Security 

• Temperature sensor

Fig. 3.1 House Model 

Discussion 

At the entrance of the house there is an intruder alarm, the shadow of the 

intruder will trigger the alarm, and then there is a motion detector at the 

beginning of the hallway, which turns the light on along it. Inside the room, 

there is a security sensor at the window; if a window were to be broken an 

alarm would be on. The temperature sensor acts as input to the 

microcontroller. The output of the microcontroller goes to the temperature 

control circuits as well as the curtain control circuit. 
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3.3.2 Design Overview 

The Arduino microcontroller is controlling two house functions: temperature 

control and shutter control. The light control works on its own - the IR 

motion detector, as does the security system. ZigBee communication is 

applied on the door bell. 

To demonstrate the devices only two rooms were used and it would include 

all the devices with the three main functions: security, light, and temperature 

control. The devices can be further categorized into two groups according to 

whether they are input or output to the microcontroller. 

J; . •  

Sensors 

Fig. 3.2 General Design of the Devices 

3.4 Hardware specifications and features 

Every hardware used in the project have special specifications and feature, below 

a description of each system and its specifications: 

Arduino Board: 

Operating voltage: 5V 

Input Voltage: 7 - 12V (Recommended) 

6- 20V (Limits)

Digital I/0 Pins: 14 pins ( of which 6 provide PWM output) 

Analog input pins: 6 
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Fig. 3.3 Arduino UNO board 

Temperature control: 

Fan and eater operating voltage: 110 V 

Room temperature range: 20C
0 

- 25C0 

Fan operating temperature: room temperature> 25C0 until it reach 22C0

• 

Heater operating temperature: room temperature< 20C0 until it reach 22C0

• 

Shutter Control: 

Operating voltage: 5.5V - 12V 

Opening time: 7:00 a.m. 

Closing time: 7:00 p.m. 

Operating time: 1.5 s 

Power: 20-45W 
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Security System: 

Door security operating voltage: 9DCV 

Window security operating voltage: 6DCV 

Light control: 

Motion detector operating voltage: 12DCV 

Light bulbs operating voltage: 5DCV 

3.5 Software specifications and features 

Arduino Board: 

Arduino Software: free software 

Versions available: Windows (32 bit, 64 bit) - Mac OS X -Linux (32 bit, 64 bit) 

Zigbee: 

X-CTU: free software

Versions available: Windows XP 

Tera Term: free software 

Versions available: Windows XP 

Cool Term: free software 

Versions available: Windows XP -MAC OS X 

3.6 Conclusion 

The chapter succeeded in giving a general overview of the project and the 

technologies used, as well as the model of the house. It spoke in a simple 

English language that anyone in different levels of knowledge could understand. 

It served its main purpose and helps in the preparation to go deeper into the 
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HARDWARE DESCRIPTION 

4.1 Introduction 

This chapter covers the description of the main hardware used in the project: the 

microcontroller (Arduino board) and the communication tool (ZigBee). It 
I 

explains them, their different types, their functions, and their programs. It was 

done to get familiar with them and to introduce this devices to the Saudi market. 

4.2 Microcontroller 

The microcontroller is a very common component in modem electronic systems. 

Its use is so widespread that it is almost impossible to work in electronics 

without coming across it. A microcontroller is a device which integrates a 

number of the components of a microprocessor system onto a single microchip. 

Microcontrollers are used in a wide number of electronic systems such as: 

a. Engine management systems in automobiles.

b. Keyboard of a PC.

c. Electronic measurement instruments (such as digital multi-meters,

frequency synthesizers, and oscilloscopes) 

d. Printers.

e. Mobile phones.

f. Televisions, radios, CD players, tape recording equipment.

g. Hearing aids.

h. Security alarm systems, fire alarm systems, and building services

systems. 
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Microprocessor: It is the integration of a number of useful functions into a single 

IC package. These functions are: 

a. The ability to execute a stored set of instructions to carry out user defined

tasks. 

b. The ability to be able to access external memory chips to both read and

write data from and to the memory 

4.2.1 Constructive 

A Single Chip Microcontroller 

8 

8 

Tim r 
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RO 
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5 
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CPU 

Port 

DC A 
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Port C 

8 

• 

8 

.T 

Rx 

CPU Th proc • sing n o ut of th rnicrocontroll r

Fig. 4.1 Microcontroller Constructive 

a. CPU core: the heart of the microcontroller.

b. Memory (Random Access Memory, RAM - Read Only Memory, ROM):

with typically more ROM than RAM, ROM type memory is used to store 

the program code. ROM memory can be ROM (as in One Time 

Programmable memory), EPROM, or EEPROM. RAM is used for data 

storage and stack management tasks. It is also used for register stacks ( as 

in the microchip PIC range of microcontrollers ). 
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c. Parallel digital I/0: by which the microcontroller interfaces to the

environment. 

d. Timer module: to allow the microcontroller to perform tasks for certain

time periods. 

e. Serial I/0 port: to allow data to flow between the microcontroller and

other devices such as a PC or another microcontroller. 

f. Analog to Digital Converter Module (ADC): to allow the microcontroller

to accept analogue input data for processing. 

4.2.2 Types 

a. Intel 8051

b. Toshiba TLCS-870 (8-bit/16-bit)

c. Texas Instruments Microcontrollers MSP430 (16-bit), C2000 (32-bit),

and Stellaris (32-bit) 

d. Atmel AYR (8-bit), AVR32 (32-bit), and AT91SAM (32-bit)

4.3 Arduino board r
91

Arduino is a tool for making computers that can sense and control more of the 

physical world than your desktop computer. It's an open-source physical 

computing platform based on a simple microcontroller board, and a development 

environment for writing software for the board. 

Arduino can be used to develop interactive systems, taking inputs from a variety 

of switches or sensors, and controlling a variety of lights, motors, and other 

physical outputs. Arduino projects can be stand-alone, or they can be 

communicating with software running on your computer (e.g. Flash, 

Processing, MaxMSP.) The boards can be assembled by hand or purchased 

preassembled; the open-source IDE can be downloaded for free. 

The Arduino programming language is an implementation of Wiring, a similar 

physical computing platform, which is based on the Processing multimedia 

programming environment. 
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Arduino board is available in different types, as it depend what the developer 

needs in his project, the types as follow: 

a. Arduino UNO

b. Arduino Nano

C. Arduino LilyPad

d. Arduino Fio

e. Arduino PRO

f. Arduino Mega2560

g. Arduino BT

h. Arduino ProMini

I. Arduino Mini

J. Arduino serial

Fig. 4.2 Arduino UNO Board 

The type which used in this project is Arduino UNO, it connects to the computer 

with a standard USB cable and contains everything else you need to program and 

use the board. It can be extended with a variety of shields: custom daughter

boards with specific features. It is similar to the Duemilanove, but has a different 

USB-to-serial chip the A TMega8U2, and newly designed labeling to make inputs 

and outputs easier to identify. 

Using Arduino Board give many advantages to this project, as it uses a simple 

and clear programming environment, inexpensive, runs on most of operating 

systems where most of microcontroller systems are limited to windows, and it 

has open source and extensible software and hardware. 
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The main program used to program the Arduino Board is Arduino programming 

language which is a program based on C++ language 

4.4 ZigBee 

ZigBee is a technological standard that is created for control and sensor 

networks. It is based on the IEEE 802.15 .4 standard: 802.15 is a wireless 

personal area network (WPAN) standard. It is created by the ZigBee Alliance. 

ZigBee defines a set of communication protocols for low-data-rate short-range 

, wireless networking. ZigBee-based wireless devices operate in 868 MHz, 915 

MHz, and 2.4 GHz frequency bands. The maximum data rate is 250 Kbps. 

ZigBee is targeted mainly for battery-powered applications where low data rate, 

low cost, and long battery life are main requirements. 

The ZigBee standard is developed by the ZigBee Alliance, which was formed in 

2002 as a nonprofit organization open to everyone who wants to join. The 

ZigBee standard has adopted IEEE 802.15.4 as its Physical Layer (PHY) and 

Medium Access Control (MAC) protocols. Therefore, a ZigBee-compliant 

device is compliant with the IEEE 802.15.4 standard as well. 

4.4.1 General specifications of ZigBee/IEEE 802.15 .4 

1) Dual PHY (2.4GHz and 868/915 MHz)

2) Data rates of 250 kbps (for 2.4 GHz), 40 kbps (for 915 MHz), and 20

kbps for 868 MHz) 

3) Optimized for low duty-cycle applications (<0.1 %)

4) CSMA-CA channel access

5) Low power (battery life multi-month to years)

6) Multiple topologies: star, peer-to-peer, mesh

7) Optional guaranteed time slot for applications requiring low latency

8) Fully hand-shake protocol for transfer reliability

9) Range: 50m typical (5-500m based on environment)

10) High density of nodes per network

11) Simple protocol, global implementation
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4.4.4 Network topologies 

- -� -
------------· 
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- Communications flow

Vutual links 

Fig. 4.3 ZigBee Network Devices 

Star topology: The Star network configuration is made up of one ZigBee 

Coordinator and any number of ZigBee End devices. The end devices are 

physically and electrically separated from each other and depend on the 

coordinator to pass any type of data from one device to another. As 

mentioned above, the coordinator is an FFD. The end devices can be FFDs or 

RFDs. ZigBee star networks are known as single-path networks, as there is 

only one path between the end device and the coordinator. 

Cluster Tree topology: The Cluster Tree topology exercises the services of 

ZigBee End Devices that may join the ZigBee network via a ZigBee 

Coordinator or a ZigBee Router. In this topology, the routers have two major 

functions. Since a ZigBee device can join the network through the router, 

more nodes may be able to participate in this type of network. The addition 

of a router eliminates the need for an end device to be within radio range of 

the coordinator. Just like the star network, the end devices cannot directly 

communicate with each other. The routers speak directly to other routers and 

to the coordinators. Messages from one end device that need to be routed to 

another end device must be delivered through a router and/or a coordinator. 

So, this network is basically varied ZigBee Star networks connected to the 

coordinator by routers. Since there are multiple paths that may be wandered 

to get a message to the coordinator, the Cluster Tree topology is considered a 

multi-path topology. 
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Mesh topology: ZigBee End Devices that are set as RFDs aren't allowed to 

communicate directly with each other in a ZigBee Mesh network. However, 

end devices with FFD status can communicate with other FFDs without 

having to be routed through a router or a coordinator. As mentioned in the 

Cluster Tree topology, routers and coordinators can have direct 

communication with each other if they are within radio range and ZigBee 

RFDs still have to route their peer-to-peer messages through a coordinator or 

router. 

4.4.5 IEEE 802.15 .4 

PAN 

• Full Funcuon Device 

• Reduced Function 
Device 

Peer to Peer 
topology 

e Full function 
device 

_ Communications 
Flow 

Star Topology 

Cluster Tree 
Topology 

- Communications 
flow 

Fig. 4.4 Network Topologies 

ZigBee uses the transport services of the IEEE 802.15.4 network specification. It 

calls out a pair of 802.15.4 sub-layers, the PHY and the MAC. 

The IEEE 802.15.4 standard defines two PHYs, which pass over three license

free frequency bands. One PHY spans the 868/915-MHz frequency band and the 

other PHY is allotted to the 2.4-GHz frequency band. The 2.4-GHz frequency 

band sustains a total of 16 channels numbered 11 to 26. Ten channels beginning 

with channel 1 and ending with channel 10 can be found in the 902-to-928-MHz 
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frequency spectrum, which is commonly referred to as the 915-MHz band. The 

third license-free RF area, 868 to 870 MHz, only allows for channel 0. 

A ZigBee stack's PHY responsibilities include receiver energy detection, link 

quality indication, and clear channel assessment. The ZigBee stack's PHY is also 

primarily responsible for transmitting/receiving packets across the magnetic 

medium. The ability to detect other nodes is essential in ZigBee and IEEE 

802.15.4, as this is what is done to determine if a new ZigBee or IEEE 802.15.4 

network can be originated. 

The IEEE 802.15.4 MAC sub-layer (the ZigBee MAC sub-layer) controls what 

happens on the radio link. It is also in control of the access to the radio channel 

and makes use of the services of CSMA-CA (Cartier Sense Multiple Access -

Collision Avoidance) to avoid collisions on the radio link. Network association 

and disassociation are also operations that are handled by the ZigBee stack's 

MAC sub-layer. It is also the MA C's responsibility if there is any security 

application to be applied to the radio link. Flow control, which is the 

acknowledgment and retransmission of data packets, frame validation and 

network synchronization, is the IEEE 802.15.4 MAC sub-layer's responsibility. 

The MAC is also an important player in assuring the upper layers of the ZigBee 

stack get exactly what they require for proper application operation and data 

transfer. 

The ZigBee Alliance & Standard 

Application 

• ZigBee Platform Stack 

• Silicon 

ZigBee or OEM 

ZigBee 
Alliance 
Platform 

Fig. 4.5 ZigBee Network Layers 
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4.4.6 Network layer 

The responsibilities of the ZigBee NWK layer include: 

Starting a network: It is the ability to successfully originate or develop a 

network. 

Joining and leaving a network: It is the ability to gain membership Goin) or 

relinquish membership (leave) a network. 

Configuration of a new device: The ability to amply configure the stack for 

operation, if necessary. 

Addressing: It is the ability of a ZigBee coordinator to assign addresses to 

devices that are joining the network. 

Synchronization within a network: It is the ability for a device to synchronize 

with another device either through tracking beacons or by polling. 

Security: It is to apply security to outgoing frames and removing security from 

frames that are being terminated. 

Routing: It is to route frames to their determined destinations 

4.4.7 ZigBee and IEEE 802.15.4 networking layer functions 

Physical Layer: 

The lowest protocol layer in the ZigBee network layers is the IEEE 802.15.4 

Physical layer. This layer is the closest to the hardware and it directly controls 

and communicates with the radio transceiver. The Physical layer is responsible 

for activating the radio that transmits or receives packets; it also selects the 

channel frequency and makes sure the channel is not currently used by any 

other devices on another network. 

MAC Layer: 

The Medium Access Control (MAC) layer provides the interface between the 

PHY layer and the Network layer. The MAC is responsible for generating 

beacons and synchronizing the device to the beacons (in a beacon-enabled 

network). The MAC layer also provides association and disassociation 

services. The IEEE 802.15.4 defines four MAC frame structures:Beacon 
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frame, Data frame, Acknowledge frame, and MAC command frame. 

Beacon Frame The entire MAC frame is used as a payload in a PHY packet. 

The content of the PHY payload is referred to as the PHY Service Data Unit 

(PSDU). 

The beacon frame is used by a coordinator to transmit beacons. The beacons 

are used to synchronize the clock of all the devices within the same network. 

The data and acknowledgment frames are used to transmit data and 

accordingly acknowledge the successful reception of a frame. The MAC 

commands are transmitted using a MAC command frame. 

The MAC payload is provided by the Network layer. The super-frame is a 

frame bounded by two beacon frames. The super-frame is optionally used in a 

beacon-enabled network and helps define GTSs. The GTS field in the MAC 

payload determines whether a GTS is used to receive or transmit. 

The beacon frame is not only used to synchronize the devices in a network but 

is also used by the coordinator to let a specific device in a network know there 

is data pending for that device in the coordinator. The device, at its discretion, 

will contact the coordinator and request that it transmit the data to the device. 

This is called indirect transmission. The pending address field in the MAC 

payload contains the address of the devices that have data pending in the 

coordinator. Every time a device receives a beacon, it will check the pending 

address field to see if there is data pending for it. 

The beacon payload field is an optional field that can be used by the NWK 

layer and is transmitted along with the beacon frame. The receiver uses the 

Frame Check Sequence (FCS) field to check for any possible error in the 

received frame. 

The Data Frame The data in the MAC payload is referred to as the MAC 

Service Data Unit (MSDU). The fields in this frame are similar to the beacon 

frame except the super-frame, GTS, and pending address fields are not present 

in the MAC data frame. The MAC data frame is referred to as the MAC 

Protocol Data Unit (MPDU) and becomes the PHY payload. 

The Acknowledgment Frame the MAC acknowledgment frame, is the simplest 

MAC frame format and does not carry any MAC payload. The 
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acknowledgment frame is sent by one device to another to confirm successful 

reception of a packet. 

The Command Frame The MAC commands such as requesting association or 

disassociation with a network are transmitted using the MAC command frame. 

The command type field determines the type of the command (e.g., association 

request or data request). The command payload contains the command itself. 

The entire MAC command frame is placed in the PHY payload as a PSDU. 

The Network Layer: 

The Network layer acts as an interface between the MAC and the APL layers, 

as it is responsible for managing the network formation and routing. Routing is 

the process of selecting the path through which the message will be relayed to 

its destination device. The ZigBee coordinator and the routers are responsible 

for discovering and maintaining the routes in the network. A ZigBee end 

device is incapable of performing route discovery. The end device will depend 

on a ZigBee coordinator or a router to perform route discovery. The Network 

layer of a ZigBee coordinator is responsible for establishing a new network and 

selecting the network topology (tree, star, or mesh). The ZigBee coordinator 

also assigns the network addresses to the devices in its network. 

The APL Layer: 

The application (APL) layer is the highest protocol layer in the ZigBee 

wireless network and hosts the application objects. Manufacturers develop the 

application objects to customize a device for various applications. Application 

objects control and manage the protocol layers in a ZigBee device. There can 

be up to 240 application objects in a single device. 

4.4.8 Security in the network 

In a wireless network, the transmitted messages can be received by any nearby 

device, including an intrnder. There are two main security concerns in a wireless 

network. The first one is data confidentiality. The intrnder device can gain 

sensitive information by simply listening to the transmitted messages. Encrypting 

the messages before transmission will solve the confidentiality problem. An 

encryption algorithm modifies a message using a string of bits known as the 
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security key, and only the intended recipient will be able to recover the original 

message. The IEEE 802.15.4 standard supports the use of Advanced Encryption 

Standard (AES) [14] to encrypt their outgoing messages. 

The second concern is that the intruder device may modify and resend one of the 

previous messages even if the messages are encrypted. Including a message 

integrity code (MIC) with each outgoing frame will allow the recipient to know 

whether the message has been changed in transit. This process is known as data 

authentication. 

4.5 Conclusion 

The chapter explained the hardware theoretically to facilitate the understanding 

of the application of these technologies. Going over this chapter, a lot of 

knowledge was gained about microcontroller, Arduino board, and ZigBee. 
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21 Download the Arduino environment 

Get the latest version from the main Arduino web page. 

When the download finishes, unzip the downloaded file. Make sure to 

preserve the folder structure. Double-click the folder to open it. There 

should be a few files and sub-folders inside. 

3 I Connect the board 

The Arduino Uno automatically draws power from either the USB 

connection to the computer or an external power supply. 

Connect the Arduino board to your computer using the USB cable. The 

green power LED (labelled PWR) should go on. 

4 I Install the drivers 

Installing drivers for the Arduino Uno with Windows7, Vista, or XP: 

Plug in your board and wait for Windows to begin its driver installation 

process. After a few moments, the process will fail, despite its best 

efforts. 

Click on the Start Menu, and open up the Control Panel. 

While in the Control Panel, navigate to System and Security. Next, click 

on System. Once the System window is up, open the Device Manager. 
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Fig. 5.2 Device Manager 
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Look under Ports (COM & LPT). You should see an open port named 

"Arduino UNO (COMxx)" 

Right click on the "Arduino UNO (COmxx)" port and choose the "Update 

Driver Software" option. 
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Fig. 5.3 Update Driver 

Next, choose the "Browse my computer for Driver software" option. 
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Fig. 5.4 Update Driver 
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